Optimized Softfloat Routines for RISC-V

AProject Scope

- produce optimized softfloat routines for RISC-V inspired by code size/performance of

existing Arm routines

Arm libgcc object file

size _arm_addsubsf3.0

A 4

a220 lines of
assembly code

text data bss dec hex filename
592 0 0 592 250 _arm_addsubsf3.o
RISC'V I|bgCC ObJeCt f||e Macro expansion Of
size addsf3.o 12 lines of code
text data bss dec hex filename
860 0 0O 860 35c addsf3.0

AGoals

4590 lines of
C code

- potential performance improvements for deeply embedded/loT applications

- reduce code size for softfloat applications
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Free riscvOVPsim on GitHub nperas

Simplest usa%e of Imperas is as Instruction Set

Simulator (I1SS) OVP CPU model

Full RIS model & simulator it
2.2, 2.3 User spec
1.10, 1.11Privspec

Bit Manipulation { imperas iss RN I
Vectors <cross>.elf (cpu+memory)
Free download & usage from GitHub .
. . . . Semihosted
riscvOVPsim is used as a reference In the File 1/0

wL{/ +d2NH C2dzyRIF A2y Qa [/ 2YLX Al yOS
Group Group & Bit Manipulation GitHub

repositories https:// github.condriscV riscv-compliance
https:// github.coniriscVriscwbitmanip
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Develop New Characterize New
Characterize C Application Custom Instructions Instructions in Application
Alnstruction Accurate Simulation ADesign Instructions Alnstruction Accurate Simulation
ATrace / Debug AAdd to Application  |SSB ATrace / Debug
AAdd to Model ATiming Simulation
AAdd Timing AFunction Timing / Profiling

Flow to add new custom Instructions

ATiming Simulation
AFunction Timing / Profiling

ACheck RISC-V Compliance

AUse as reference for RTL Design Verification

AUse in Imperas/OVP Platforms, EPKs Alnstruction Coverage
AHeterogeneous / Homogeneous ALine Coverage
AMulti-core, Many-core Alnstruction Performance

Almperas Multi-Processor Debug, VAP tools AGenerate PDF model doc

APort OS, RTOS (Linux, Optimize & Document model

AUse in many simulation envs (inc. SystemC)

ADeliver to end users

© Imperas Software, Ltd. June 2019
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RTL Design Verification
Comparing Model with RTL implementations

RTL Simulation RTLsim.log
Directed Tests RISS&/ RTL
& & memory v
Instruction
Stream compare
Generator Imperas ISS
(cpu+memory 1
RISCV.c RISCV.elf
Imperas.log

AThere are many different approaches to use the model with new custom instructions
A CoSimulation and log compare
A Step & compare (tandem verification)

A X

© Imperas Software, Ltd. June 2019
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RISC-V Multi Zone API

RIS©/ Multi Zone Trusted Execution Environment

Each Zone
Compiled and
Linked
Separately

Information Class Seneral

Rich OS
Root of Network .
stack stack stack stack stack
heap heap heap heap heap
uninitialized uninitialized uninitialized uninitialized uninitialized
data (bss) data (bss) data (bss) data (bss) data (bss)
initialized initialized initialized initialized initialized
data data data data data
text text text text text

Secure inter zone Communicationao shared memory

Secure multi zone kernelboot room

HEX—Five Security

Zone 1
Binary
(ELF/HEX)

Zone 2
Binary
(ELF/HEX)

Zone 3
Binary
(ELF/HEX)

Zone 4
Binary
(ELF/HEX)

- Data Model

Signed
Target Firmware

Image
(HEX)

L RISC-V
Workshop



Use Case: RISC -V Secure lIoT Stack

Zone #1 Zone #2 Zone #3 Zone #4

Crypto

RTOS TCP/IP Root of Trust TEE Console TLSv1.3, Cipher TLS_AES_128 GCM_SHA256
Peer signing digest: SHA256

: . Peer signature type: ECDSA
[FreeRTOS] [picoTCP] [wolfSSL] [MultiZone] Server Temp Key: ECDF23®B, 256 bits

Server public key is 256 bit
RISS&/ Multi Zone Secure Communications
RSI&/ Multi ZoneKernel

Private Key ASN1 OID: prime256v1
ARTY FPGARocket RvV32 IMACU

PMP Hardware

Private Key NIST CURVR5B
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Hex Five MultiZone & Security

Hex Five Security, Inés the creator oMultiZonet { SOdzNRA &3 (GKS FANRG ( NEEHSARe S
open standard technology provides poHogised hardwareenforced separation for an unlimited number of security

R2YlIAYyas gA0GK Fdzt O2yGNRBf 20SNJ RIFGFS O2RS | yR LISNR
Security requires no additional cores, specialized hardware or changes to existing software. Open source libraries,

party binaries and legacy code can be configured in minutes to achieve unprecedented levels of safety and securit)

http://hex-five.com



