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ÅGoals
- potential performance improvements for deeply embedded/IoT applications

- reduce code size for softfloat applications

Optimized Softfloat Routines for RISC-V

å590 lines of
C code

size _arm_addsubsf3.o
text    data     bss dec hex filename
592 0       0     592     250 _arm_addsubsf3.o

size addsf3.o
text    data     bss dec hex filename
860 0       0     860     35c addsf3.o

Arm libgcc object file

RISC-V libgcc object file

å220 lines of 
assembly code

Macro expansion of 
12 lines of code

ÅProject Scope
- produce optimized softfloat routines for RISC-V inspired by code size/performance of 

existing Arm routines
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Free riscvOVPsim on GitHub

ÅSimplest usage of Imperas is as Instruction Set 
Simulator (ISS)
ÅFull RISC-V model & simulator
Å2.2, 2.3 User spec
Å1.10, 1.11 Privspec
ÅBit Manipulation
ÅVectors

ÅFree download & usage from GitHub
ÅriscvOVPsim is used as a reference in the 
wL{/±ΦƻǊƎ CƻǳƴŘŀǘƛƻƴΩǎ /ƻƳǇƭƛŀƴŎŜ ¢ŀǎƪ 
Group Group & Bit Manipulation GitHub 
repositories
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Åhttps:// github.com/riscv/ riscv-compliance 

Åhttps:// github.com/riscv/ riscv-bitmanip
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Flow to add new custom instructions

ÅInstruction Accurate Simulation

ÅTrace / Debug

ÅTiming Simulation

ÅFunction Timing / Profiling

Characterize  C Application 

ÅDesign Instructions

ÅAdd to Application

ÅAdd to Model

ÅAdd Timing

Develop New

Custom Instructions 

ÅInstruction Accurate Simulation

ÅTrace / Debug

ÅTiming Simulation

ÅFunction Timing / Profiling

Characterize New 

Instructions in Application 

ÅInstruction Coverage

ÅLine Coverage

ÅInstruction Performance

ÅGenerate PDF model doc

Optimize & Document model

Page 4

ÅCheck RISC-V Compliance

ÅUse as reference for RTL Design Verification

ÅUse in Imperas/OVP Platforms, EPKs

ÅHeterogeneous / Homogeneous

ÅMulti-core, Many-core

ÅImperas Multi-Processor Debug, VAP tools

ÅPort OS, RTOS (Linux, FreeRTOSé)

ÅUse in many simulation envs (inc. SystemC)

ÅDeliver to end users

Release & Deploy

June 2019© Imperas Software, Ltd.
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RTL Design Verification
Comparing Model with RTL implementations

ÅThere are many different approaches to use the model with new custom instructions
ÅCo-Simulation and log compare

ÅStep & compare (tandem verification)

ÅΧ
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Directed Tests
&

Instruction 
Stream 

Generator

RISCV.c

GCC/
LLVM

RISCV.elf

RISC-V RTL
& memory

RTL Simulation

Imperas.log

RTLsim.log

compare

Imperas ISS
(cpu+memory) 
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A New Zero -Trust Model Entirely 
Based on Free and Open 
Standards

Cesare Garlati, Hex Five Security

RISC-V Workshop Zürich 2019
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RISC-V Multi Zone API - Data Model

Signed
Target Firmware 

Image
(HEX) 

Tool Chain 
Extension

Zone 1
Binary

(ELF/HEX) 

kernel

Policies 
(multizone.cfg)

Zone 2
Binary

(ELF/HEX) 

Zone 3
Binary

(ELF/HEX) 

Zone 4
Binary

(ELF/HEX) 

Secure multi zone kernel ςboot room

Secure inter zone  Communications ςno shared memory

Crypto 
Libraries

OTA Update

Each Zone
Compiled and

Linked
Separately

Rich OS 
Linux / RTOS

Χ

Network 
Stack

Root of 
Trust

RISC-V Multi Zone Trusted Execution Environment
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Use Case: RISC -V Secure IoT Stack 

TLS 1.3 / ECC

Inter

net

RSIC-V Multi ZoneKernel

RISC-V Multi Zone Secure  Communications

RTOS

[FreeRTOS]

GPIO / IRQs

Zone #1

TCP/IP

[picoTCP]

ETHERNET

Zone #2

Root of Trust

[wolfSSL]

OTP / FUSE / PUF

Zone #3

TEE Console

[MultiZone]

UART

Zone #4

ARTY FPGA - Rocket RV32 IMACU

SPI / USB

UART

Crypto

TLSv1.3, Cipher TLS_AES_128_GCM_SHA256
Peer signing digest: SHA256
Peer signature type: ECDSA
Server Temp Key: ECDH, P-256, 256 bits
Server public key is 256 bit
Private Key ASN1 OID: prime256v1
Private Key NIST CURVE: P-256

U-mode Apps

M-mode

PMP Hardware

U-mode IRQs
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Hex Five MultiZone �Œ Security
Hex Five Security, Inc. is the creator of MultiZoneϰ {ŜŎǳǊƛǘȅΣ ǘƘŜ ŦƛǊǎǘ ǘǊǳǎǘŜŘ ŜȄŜŎǳǘƛƻƴ ŜƴǾƛǊƻƴƳŜƴǘ ŦƻǊ wL{/-V. Hex Five 

open standard technology provides policy-based hardware-enforced separation for an unlimited number of security 

ŘƻƳŀƛƴǎΣ ǿƛǘƘ Ŧǳƭƭ ŎƻƴǘǊƻƭ ƻǾŜǊ ŘŀǘŀΣ ŎƻŘŜ ŀƴŘ ǇŜǊƛǇƘŜǊŀƭǎΦ /ƻƴǘǊŀǊȅ ǘƻ ǘǊŀŘƛǘƛƻƴŀƭ ǎƻƭǳǘƛƻƴǎΣ IŜȄ CƛǾŜ aǳƭǘƛ½ƻƴŜϰ 

Security requires no additional cores, specialized hardware or changes to existing software. Open source libraries, third 

party binaries and legacy code can be configured in minutes to achieve unprecedented levels of safety and security. 

http://hex-five.com


