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RISC-V => No TrustZone® == Not Secure. 

Evolution of Hardware Security  
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Arm and TrustZone  are registered trademarks of Arm Limited (or its subsidiaries) in the US and/or elsewhere.  

 

Secure multi zone kernel ς boot room 

Secure inter zone  Communications ς no shared memory 
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RISC- V Multi Zone Trusted Execution Environment  

Free and open API maintained by Hex Five  ˾ISC Permissive License  

Unlimited number of equally secure zones  ˾ram, rom, i/o, irq 

Hardware- enforced, Software - enabled, Policy - driven RWX 

Secure messaging with no shared mem -  secure buffers for SMP Linux  

Secure interrupts mapped to zones and executed in U - mode   

Trap & emulation of privileged instructions, Soft - timers, Secure boot  

 

æ No need for proprietary hardware  ˾100% RISC- V ISA PMP + U mode  

æ No need to change existing user code  ˾elf / hex / bin are ok  

æ No coding / compiling / linking required  ˾GNU tool chain extension  
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Use Case: RISC- V Secure IoT Stack  
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TLSv1.3, Cipher TLS_AES_128_GCM_SHA256 
Peer signing digest: SHA256 
Peer signature type: ECDSA 
Server Temp Key: ECDH, P-256, 256 bits 
Server public key is 256 bit 
Private Key ASN1 OID: prime256v1 
Private Key NIST CURVE: P-256 
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RISC- V Multi Zone API -  Data Model  
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Tick = 10 # ms  
 
Zone = 1  
 irq  = 16 # BTN0 BTN1 BTN2  
 base = 0x20410000; size =      64K; rwx = rx # FLASH  
 base = 0x80001000; size =      16K; rwx = rw # RAM  
 base = 0x10025000; size =    0x100; rwx = rw # PWM  
 base = 0x10012000; size =    0x100; rwx = rw # GPIO  
 base = 0x0C000000; size = 0x400000; rwx = rw # PLIC  
 
Zone = 2  
 irq  = 17, 18 # BTN1 BTN2  
 base = 0x20420000; size =   64K; rwx = rx # FLASH  
 base = 0x80005000; size =   16K; rwx = rw # RAM  
 base = 0x60000000; size =    8K; rwx = rw # XEMACLITE  
 
Zone = 3  
 base = 0x20430000; size =   64K; rwx = rx # FLASH  
 base = 0x80009000; size =    4K; rwx = rw # RAM  
   
Zone = 4  
 base = 0x20440000; size =   64K; rwx = rx # FLASH  
 base = 0x8000A000; size =    4K; rwx = rw # RAM  
 base = 0x10013000; size = 0x100; rwx = rw # UART  
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RISC- V Multi Zone API  ˾C Library  

Permissive Licensing  ˾̆ÆÓÞdÕÚ×ÕÔØÊ̇ 

Hardware threads (zones) management  

Inter zone messaging  ˾zone0 SMP Linux  

Traps & IRQs handlers registration (U - mode)  

Traps & IRQs enable / disable  ˾per zone  

Hardware thread timer  ˾per zone  

Trap & emulation helpers  
Read- only, selected CSRs  
Completely optional  ˾just for speed / latency  




