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Arm®TrustZon®

Trusted Firmware

Arm and TrustZone are registered trademarks of Arm Limited (or its subsidiaries) in the US and/or elsewhere.
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Secure inter zone Communicationeo shared memory
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RISC- V Multi Zone Trusted Execution Environment

- @ U ~ g ﬂ Free ard open API maintained by Hex Five _ ISC Permissive License

Unlimited number of equally secure zones _ ram, rom, i/o, irq

Docker at the

Hardware - enforced, Software - enabled, Policy - driven RWX
sSechre inessaging with no shared mem - secure buffers for SMP Linux

Secure interrupts mapped to zones and executed in U - mode

SIS IS IS IS

Trap & emulation of privileged instructions, Soft - timers, Secure boot

2 No need for proprietary hardware _ 100% RISC- V ISA PMP + U mode
o2 No need to change existing user code _ elf / hex / bin are ok
2 No coding / compiling / linking required _ GNU tool chain extension
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Use Case: RISC-V Secure loT Stack

Zone #1 Zone #2 Zone #3 Zone #4

Crypto

RTOS TCP/IP Root of Trust TEE Console TLSv1.3, Cipher TLS_AES_128_GCM_SHA256
Peer signing digest: SHA256

: : Peer signature type: ECDSA
[FreeRTOS] [picoTCP] [wolfSSL] [MultiZone] Server Temp Key: ECDF23®B, 256 bits
Server public key is 256 bit

Private Key ASN1 OID: prime256v1
Private Key NIST CURVR5B

PMP Hardware

RIS&/ Multi Zone Secure Communications
RSI&/ Multi ZoneKernel
ARTY FPGARocket RV32 IMACU
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RISC- V Multi Zone API -

_open - |a

multizone.cfg
~/eclipse-cdt-ws/hexfive-conf

el -

base = 0x20440000; size = 64K; rwx = rx # FLASH
base = 0x8000A000; size = 4K; rwx = rw # RAM
base = 0x10013000; size = 0x100; rwx = rw # UART

Data Model

Tick =10 # ms I————__
Zone 1
Zone=1 1 Binary
base = 0x20410000; size =  64K; rwx = rx # FLASH |
base = 0x80001000; size = 16K; rwx = rw # RAM
base = 0x10025000; size = 0x100; rwx = rw # PWM | Zone 2
base = 0x10012000; size = 0x100; rwx = rw # GPIO | Binary
base = 0x0C000000; size = 0x400000; rwx = rw # PLIC | (ELFHEX)
Zone =2 I Zone 3
irq =17, 18 # BTN1 BTN2 | Binary
base = 0x20420000; size = 64K; rwx = rx # FLASH | (ELF/HEX) Signed
base = 0x80005000; size = 16K; rwx = rw # RAM | Target Firmware
base = 0x60000000; size = 8K; rwx = rw # XEMACLITE Image
| Z(_)ne 4 (HEX)
Zone =3 | Binary
base = 0x20430000; size = 64K; rwx = rx # FLASH | (ELFHEX)
base = 0x80009000; size = 4K; rwx = rw # RAM I
Zone =4 |
|
|
|
|
|

Plain Text ~ Tab Width: 3 ~ Ln 10, Col 1 - INS
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RISC- V Multi Zone APl _ C Library

/* Copyright(C) 2019 Hex Five Security, Inc.

any purpose with or without fee is hereby granted, provided that the

Permission to use, copy, modify, and/or distribute this software for
above copyright notice and this permission notice appear in all copies.

J

*/

#ifndef LIBHEXFIVE_H_
#define LIBHEXFIVE H_

void
void

ECALL _YIELD();
ECALL WFI();

int ECALL SEND(int, void *);
int ECALL RECV(int, void *);

void
void

ECALL TRP VECT(int, void *);
ECALL IRQ VECT(int, void *);

void
void

ECALL _CSRS _MIE();
ECALL CSRC MIE();

void

.

ECALL_CSRW_MTIMECMP(uint64_t);

“uint64 t ECALL CSRR MTIME();

uint64_t ECALL CSRR MCYCLE();
uint64_t ECALL_CSRR_MINSTR();
uint64_t ECALL CSRR MHPMC3();
uint64_t ECALL CSRR_MHPMC4();

uint64_t ECALL CSRR MISA();
uint64_t ECALL_CSRR_MVENDID();
uint64_t ECALL CSRR MARCHID();
uint64 t ECALL CSRR_MIMPID();
uint64_t ECALL CSRR MHARTID();

#endif /* LIBHEXFIVE H */

2 HEX-Five Security
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Permissive Licensing =~ £AO0bd OUx OOQE

Hardware threads (zones) management
Inter zone messaging _ zoneO SMP Linux

Traps & IRQs handlers registration (U - mode)

Traps & IRQs enable / disable _ per zone
Hardware thread timer _ per zone

Trap & emulation helpers
Read- only, selected CSRs
Completely optional _ just for speed / latency
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